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Although data and knowledge are both stand-
alone disciplines that need to be systematically
managed, they also must have a connection.
Understanding the relationship between data
and knowledge management processes and
how people are leveraging advances like Pharma
4.0™ combined with these processes enables
quality data transition to knowledge that can
help pharmaceutical companies. The authors
also want to generate understanding on how
using the knowledge acquired by people through
experience (tacit knowledge) can further connect
both data and knowledge management systems,
yield positive strategic results, and deliver more
efficient processes within organizations.

nowledge management (KM) is a stand-alone discipline;

however, it has relationships with other disciplines. This

article explores the relationship between data and knowl-

edge, a deeper look that follows up on the Pharmaceutical
Knowledge Ecosystem [1], which looks at how the pharmaceutical
industry acquires data, transforms this data into tangible knowl-
edge, and derives valuable insights throughout the process.

The origin of this ecosystem builds upon the data, informa-
tion, knowledge, and wisdom (DIKW) hierarchy [2]. Over time, this
theory has been developed, and was published in 2018 replacing
wisdom with insights,as shown in Figure 1.

Kane reported that wisdom is widely agreed to be a “uniquely
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Figure 1: DIKW hierarchy, as adapted by Kane [3].

INSIGHT

human” characteristic, whereas insights take into account cur-
rent technological advancesand allow data transformation to lead
to insights. Although insights may be derived by people with
knowledge and experience, they may also be derived from com-
puting or machine-learning models that identify trends and cor-
relations previously not possible to see from experience alone.
Following on fromthat: Althoughitisusefultoreplace wisdom
with insights in the DIKW hierarchy, on reflection, Lipa [4] pro-
posed that the goal is to achieve understanding. Insights could be
regarded as discrete events, whereas understanding represents a
holistic comprehension: a state of mastery of a given domain or
topic. This state of mastery could manifest, for example, as a
mechanistic understanding of a complex chemical reaction or as
anaccurate predictive model for the relationship between process
parameters and their impact on final product quality attributes. In
each example, thereisa progression from being naive to developing



understanding (i.e., a state of mastery) based on accumulated data,
information, knowledge, and insights, as depicted in Figure 2 [4].
Mastering the progression of data to information to knowl-
edgetoinsightsand understanding (DIKIU) presents the opportu-
nity to be able to make informed and effective decisions based on
accumulated evidence, as provided by the underlying structure.

DATA VERSUS KNOWLEDGE

In everyday conversations, itis not unusual to hear the words data
and knowledge used interchangeably. This section offers defini-
tions and descriptions of these terms.

The Cambridge Dictionary defines data as “information, espe-
cially facts or numbers, collected to be examined and considered
and used to help decision making, or information in an electronic
form that can be stored and used by a computer” [5]. It defines
knowledge as “understanding of or information about a subject
that you get by experience or study, either known by one person or
by people generally” [5].

The definition of data emphasizes information in its raw form,
without context. It is context and understanding that increases
data’s usefulness and transforms it into knowledge.

From the definitions of data and knowledge, it is clear that
having information or understanding about a subject is gained
through experience. It should be noted that experience is known
or gained by people.

MANAGING DATA AND KNOWLEDGE

Managing Data

Transferring data to knowledge does not typically happen organi-
cally. Procedures that enable users to derive value (e.g., lead to
decision-making or insights) from an organization’s data or
knowledge base should be in place to ensure the information can
be validated and trusted. To do this, there should be several proce-
duresinplace.

The ISPE GAMP RDI Good Practice Guide: Data Integrity by
Design has described managing data as a life-cycle process with
five phases [6]. The key points in the life cycle are:
= Creation
= Processing
= Review, reporting,and use
= Retentionandretrieval
= Destruction

The authors of this article would like to highlight and include two
further important activities and processes for managing data to
thislist within Table 1: data governance and data integrity.

Table 1 highlights examples of data-related processes and why
they areimportant.

Managing Knowledge

As with other management disciplines, definitions for KM are
plentiful. In this article and in alignment with pharmaceutical
industry related literature, two definitions are highlighted:

Figure 2: DIKW hierarchy, as adapted by Lipa [4].

Evidence-based
decision making

KNO

Table 1: Data-related processes.

m Reason for Importance

Data governance Governance refers to what decisions must be made to ensure
effective management and use of IT (decision domains)
and who makes the decisions (locus of accountability for
decision-making) [7].

Creation: data creation
and collection

Many different data sources exist; generally the use of
spreadsheets is widespread, and some data is available in
handwritten notes, lab notebooks, and printouts from stand-
alone devices. These manual notes and printed data sheets
are manually transcribed into electronic format.

There does exist a more sophisticated case where data is
stored in commercially available databases such as
laboratory information management systems (LIMS) or
in-house systems set up by organizations themselves [8].

Processing: data analysis
and processing

The main purpose of collecting and analyzing data in commer-
cial manufacturing is to set up a product and process control
environment. Raw data is given context by adding information
and explaining what the data means, thus presenting informa-
tion in a required format.

Retention and retrieval: ~  In routine manufacturing, manufacturing execution systems
data retention and (MES) control and document the manufacturing processes.
retrieval

For analytical measurement results, LIMS systems are often
used along with Excel spreadsheets. In the case of Excel
spreadsheets, GMP validation is possible.

Manual extraction of data from paper-based batch records is
another option [8].

Review, reporting,

and use: data storage,
dissemination, reporting,
and use

Once generated, the data and information require long-term
storage and simple reuse options. KM tools organize the acqui-
sition, storage, and dissemination of the product knowledge.

Destruction: data
destruction

Ensure the correct original data is disposed of after the
required retention period [6].

Data integrity Product data should ensure end-to-end traceability and data
integrity in order to release a batch. It is expected that the
integrity of pharmaceutical data assets should be compliant
with attributable, legible, contemporaneous, original, and

accurate (ALCOA) principles [9].
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KM processes can assist in
ensuring knowledge is shared

in the form it is required for the
end user and it is communicated,
consistent, and findable.

ICH Q10 defines KM as:

A systematicapproachtoacquiring, analysing, storing and
disseminating information related to products, manufac-
turing processes and components. Sources of knowledge
include but are not limited to prior knowledge (public
domain or internally documented); pharmaceutical devel-
opment studies; technology transfer activities; process
validation studies over the product lifecycle; manufactur-
ing experience; innovation; continual improvement; and
change management activities [10].

American Productivity and Quality Center (APQC) defines KM as:
The application of a structured process to help informa-
tion and knowledge flow to the right people at the right
time so they can act more efficiently and effectively to
find, understand, share, and use knowledge to create
value [11].

The ICH definition describes KM with a more narrow perspective
than the APQC definition; the APQC definition is more commonly
used by KM practitioners because it embraces the two main
aspects of KM: The needs of the knowledge user and the needs of
managing knowledge within an organization.

Table 2 presents examples of KM processes and tools that ena-
ble a systematic approach to knowledge flow and indicating their
importance. These KM are discussed in length in the ISPE Good
Practice Guide: Knowledge Management in the Pharmaceutical
Industry [12].

RELATIONSHIP BETWEEN DATA AND KNOWLEDGE

Some challenges in assessing the relationship between data and
knowledge include large volumes of information make it difficult
to focus on the most important elements; multigenerational pref-
erences in the workplace for consuming information; the concept
of data privacy; and demonstration of the KM value proposition,
which enables buy-in and sponsorship, embedding the concept of
knowledge asanasset[13].
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Table 2: KM processes.

Processes and/or Reason for Importance
Tools

KM plan These are required for planning, understanding require-
KM maturity assessment ments of the organization, and defining the process [12].

Content management These relate mostly to explicit-based knowledge: “a

Searching platforms declarative type of knowledge that can be readily articu-

Product knowledge lated (in words or images), coded, stored, and accessed”
[12]. Explicit knowledge can be learned as facts.

Communities of Practice These relate mostly to tacit knowledge: “a context-

Lessons learned specific type of knowledge, acquired through personal

Tacit knowledge retention experience or internalization and would reside within
people’s minds rather than a physical media or infor-
mation system. Often referred to as ‘know how.”” [12].
Tacit knowledge is gained through experience. It is
rarely written down and is hard to capture and validate,
but when applied, it increases right first time (RFT) and
facilitates continual improvement.

KM roles Enablers to the KM process [12].

KM training

KM governance

Itisthrough dataanalysisand processing that the relationship
between data and knowledge becomes evident. To manage the
large volumes of information and extract the important elements,
the analysis and processing of data has to add value. To focus on
what that value is for an organization, define the objective that an
organization or a team needs to achieve from the data, perhaps in
the format of a problem statement. To solve the problem, one needs
to understand what sources of data and information are needed,
and in particular what type of analysis is to be carried out. For
example:
= Descriptive analysis: Identifies what has already happened.

» Diagnosticanalysis: Focuses on understanding why something
happened.

= Predictive analysis: Allows one to identify future trends based
onhistorical data.

= Prescriptive analysis: Allows one to make recommendations
for the future.

After the sources of data and information needed are identified
and the type of analysis determined, the required data should be
collected and aggregated. This includes quantitative (numerical)
data or qualitative (descriptive) data. In the pharmaceutical sector,
several types of data management platforms that automate data
collection are used; some examples can be found in Table 1.

The data from these platforms can be considered “clean” (i.e.,
data that has had errors, duplicates, and unwanted data points
removed)because they are validated systems. The dataisreported
inastructured manner.

Itisthrough the analysis of data that information, knowledge, and
insights are gained. These insights should be shared within the



organization with key members who need them. This flow of knowl-
edge is important because raw data will yield no value without knowl-
edge; thus, analysis is needed, which enables insights tobe shared ina
digestible manner by everyone who receives the information.

Often key decisions are made based on these insights, which
have been communicated in the form of reports, dashboards, and
interactive visualizations, so they must be clear and unambigu-
ous. Ideally, all data should be shared so decisions are made based
onacomplete picture, and the final decision is scientifically sound
and based on insightful facts. Insights that are open to interpreta-
tion should be flagged. Communication is key when sharing this
information. KM processes can assist in ensuring knowledge is
sharedintheformitisrequired for the end userand itis communi-
cated, consistent, and findable. This is the real function of the
Knowledge Ecosystem.

FUTURE CONSIDERATIONS

Pharma 4.0™ [14] proposes that the pharmaceutical industry
adopt a standardized approach to the collection, storing, and ana-
lyzing of data. It suggests that the pharmaceutical industry needs
asystemthat can spanacross one organization to remove silosand
dataisolation, is a user-friendly database, and can interact with
other systems (interface). The purpose of this is to avoid data

inconsistency. Data itself cannot take any actions other than what
it is programmed to do; however, it can be programmed to take
actions that could lead to future problems due to inconsistency.
When maximizing the flow of knowledge in an organization,
four key factors should be considered to enable a holistic KM pro-
gram: people, process, content, and technology [13]. All of these
factors are required to be successful; if one is missing, knowledge
flow will not succeed. People are the primary consumers and gen-
erators of knowledge. Technology and content alone will not solve
knowledge flow issues. If people are not using the Knowledge
Ecosystem, knowledge flow will be poor. People manage processes
and understand the content required, keeping in mind as well that
people hold the organization’s tacit knowledge.
Knowledgeisavaluableasset, but oftenitisnot treated that way.
Approaches to KM and sometimes data management can vary. This
can also result in poor flow of knowledge. Organizations should
understand that in the current climate of increasingly complex
information generation and large volumes of data, those who man-
ageknowledge well can realize a competitive advantage [13].

CONCLUSION

With the use of technology, a huge amount of data and informa-
tion can be processed. This ability is growing exponentially;
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When maximizing the flow of
knowledge in an organization,
four key factors should be
considered to enable a holistic
KM program: people, process,
content, and technology.

however, processing through technology solutions is limited to
data and explicit knowledge. Although various technologies
have been developed to store, organize, and reuse information,
tacit knowledge (the human factor) is still needed to integrate
and make sense of this information to create value. Through KM
processes (capturing explicit knowledge) and communities of
practice connecting people (capturing tacit knowledge), explicit
and tacit knowledge become available for use. The more subject
matter experts (SMEs) connect across the organization, the more
powerfuldecision-makingand theresultingactions willbecome.

Managing organizational data and knowledge should be a
process-driven systematic approach with a life cycle so that data,
information, and knowledge are proactively and continuously
captured, analyzed, stored, and disseminated. A robust and relia-
ble KM ecosystem integrates product and process information
and supports the capture of explicit and tacit knowledge.

As pharmaceutical organizations adopt the Pharma 4.0™ phi-
losophy and embrace the huge amount of data, data connections,
structured information, and knowledge in repositories, opportu-
nities for more effective decision-making emerge. This will have a
profound effect on how business is managed in the future. &
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